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Modeling with Graphs

« Graph based models are wide

y used in software engineering

System models _Data structures -
. money Service ? ? ?_)9_)9 ,,,,,, @
% i drink
lect | selecth . change
L Ready money, et Giv:::E:afTe Filling gl T h, TJ -
ctB
0 YA ij!?fm?mtﬁ e g A lﬁ_led Sagiv, M., Reps, T., & Wilhelm, R. (2002). Parametric shape analysis via 3-valued logic.
g Data bases Qneoq Test environments

k . https://github.com/BerkeIey_Lc-e.a.r.r;\./'ez.r.ify/Scenic j

» Testing, benchmarking or design space exploration scenarios

Generating (consistent | realisti
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Hands-on demo

« Code examples available at
https://refinery.tools/learn/tutorials/dIt/

« Watch out for numbered code examples!

— Example 1

Refinery@MODELS24 3



https://refinery.tools/learn/tutorials/dlt/
https://refinery.tools/learn/tutorials/dlt/
https://refinery.tools/learn/tutorials/dlt/
https://scroll-to-section/#1-simple-example

Graph Structure: Hyperledger Architectures

* Typical modeling workflow: metamodel — instance model

 Example: Organizations, nodes, and channels

Metamodel

[1..*] channels

[1..*] organizations ~ |
[0..*%] /collaboratesWith

T FabricNetwork W

|

)

[ [-] organization ] [Q RaftFabricNetwork] [Q KafkaFabricNetwork ]
(

)

[1..*]
hosts

[1.%]

IparticipatesIn

[1..4] nodes

[2..*%] /peers

EQ Node

|

[0..%]

{] orderingNode ] [ £} EndorsingNode
N

)

orderedBy

[2.%]
endorsedBy

[] Channel [1.*] orders
z [1..*] chaincodes
[] Chaincodelnstance

[1..*] endorses

Refinery@MODELS24

- Example 2

Instance Model

® Organization

orga

Todes,~ node:

\ ( N ug.] (endnr 1] (z..um \ (endﬂrslr\gNosz\l (muermgNouez\ (nmemngwmes \ (nmenngwoaeﬂ (nrdarmgwndel] (nrdermgNodeﬂ (nrdarmgwndeﬂ (endnrslrmmeﬂ
» Node » Node » Node » lode ‘ » Node ‘ | » Node » tode ‘ » Node » hiode » Node » hode » Nade
® Endorsinghiode | | @ Endorsingiode ] | @ EndorsingNode ) ( @ EndorsingNode | (@ EndorsingNode | | @ Orderinghiode | | @ OrderingNode | | m Orderinghode ) | @ Orderinghiode | |  OrderingNode | | m Orderingiode | | @ Endorsingiode
‘ o y o —— — =
[ channei2 La— _—
enk .

- precs FHALEES e = chaincode; " ertoriEs -

encdarey CSES__ gndorbey——— _ ~— endarses _

R e —\ﬁygzi‘/ oy~

T esdarE = - —
_,j‘_——_{;ﬁ( thaincodelnstance1 | [ chaincodelnstance2 | ( chaincodeinstances | ————

[ = cnaincodeinstance | | m chaincodeinstance | | m chaincodelnstance |

ogc )

p

® Organization

i

naded

((endorsingNode2 | (" endorsingNode1 | endorsingNodes )

- four| | = e » Node = Node
® EndorsingNode | | m EndorsingNade | | @ Endorsinghiade
— ——
endorsinghode3 \
/

» Node
- mdols\rg’\‘)ﬂy

» Node » Node = Node | ®» Node Node ®» Node = Node
® Endorsinghode | | ® Orderinghod ® OrderingNlode | | @ Orderingh rderinghod reeringh rderinghod
i 5 e ordenk guerprders” or
o ords
endorsingNoded

» Node

®» Endorsinghode
oded TSR chmnas

it
ce3 | (chain e1 ) [ chaincodelnstance2 )

k- Lha\ncudcl\‘slm(c) L_- Chaincode nslaﬂce) ® Chaincodelnstance | L- Chalncodel ns(anch

channel3

® Channel

en ~



https://scroll-to-section/#2-complete-metamodel-without-derived-features

Models and Partial Models

Input Output

Abstract models Concrete models
(Metamodel + Constraints) (Labelled graphs)

[ symLink4
SymlLink [ Dir ] i ® File
® File target : | m File ' e ® SymLink
® SymlLink : | ® Dir - target
O selfLoop : | © emptyDir

File ® File ® File ® File
® Dir ® Dir ® SymlLink ® SymLink

element Nt eleme o element
elgmen

Model generation: exploration process that gradually reduces uncertainty

I Refinery@MODELS24 5 I



Overview of the tutorial

mamme DoOMmain specification (metamodel)

e Define classes (nodes) and relations (edges)

sy 4-valued partial model specification

e Seed partial model to extend (with reasoning)

sy Constraint specification

e Graph query language (inspired by Datalog / VIATRA Query)

mmmmm REasoning with propagation rules

e Derive new facts from the state of the knowledge base with custom rules

‘

Refinery@MODELS24




Case study

Architecture design for consortial Distributed Ledger Technology

I Refinery@VODELS24 7 I



~ v/« HYPERLEDGER

One Network, Multiple Ledgers — Consortial DLT INN FABRIC

, Consortia . - Channels . : Seaieatad] o
| | organization
: /.\ nodes

i ® ® Channel #1 i

Consortium #1

: : N\ : :
: é ! | o Separation of
: . | : concerns

Consortium #2 . m ! : — Completely hide

data

I Refinery@MODELS24 I



Engineered Privacy/Confidentiality in Fabric

e Channel-based isolation

I n fra St r u Ct u re e Network-level access control

e Chaincode-level endorsement policy

P I atfo r m e Private data collections

e Role-based API access control

» Key-level endorsement policies

C h a I n CO d e ¢ Certificate-based access control

e Custom xBAC

A p p I i Cat i O n e Client-side encryption

e Zero-knowledge proofs (ZKPs)

I Refinery@MODELS24 I



Engineered Privacy/Confidentiality in Fabric

e Channel-based isolation

I n fra St r u Ct u re e Network-level access control

e Chaincode-level endorsement policy

P I ath r m e Private data collections

e Role-based API access control

Chalnc Suitability of partial modeling

Mix platform-independent (stakeholders,
confidentiality requirements) and

A p p I [o=] platform-specific (existing infrastructure)

specifications in a single artifact seamlessly
Execute validation rules of partial solutions
Generate candidate architectures

I Refinery@MODELS24 I




Domain-specific
partial models

4-valued logic for reasoning about graph models

Refinery@MODELS24




Graph Structure: Hyperledger Architectures

* Typical modeling workflow: metamodel — instance model

 Example: Organizations, nodes, and channels

Metamodel

[1..*] channels

T FabricNetwork W

[1..*] organizations ~ |

[0..*%] /collaboratesWith

[ [-] organization ] [Q RaftFabricNetwork

|

)

Q
] [Q KafkaFabricNetwork ]
(

)

[1..%]

hosts
[1..%]

IparticipatesIn

[1..4] nodes

[2..*%] /peers

EQ Node

|

)

[2.%]
endorsedBy

I Refinery@MODELS24

£ Channel [1.*Jorders | [ orderingNode ] [ {] EndorsingNode
[0.%]
) * orderedBy A
z [1..*] chaincodes
[] Chaincodelnstance
[1..*] endorses

- Example 2

Instance Model

® Organization

orga

Todes,~ node:

\ ( N ug.] (endnr 1] (z..um \ (endﬂrslr\gNosz\l (muermgNouez\ (nmemngwmes \ (nmenngwoaeﬂ (nrdarmgwndel] (nrdermgNodeﬂ (nrdarmgwndeﬂ (endnrslrmmeﬂ
» Node » Node » Node » lode ‘ » Node ‘ | » Node » tode ‘ » Node » hiode » Node » hode » Nade
® Endorsinghiode | | @ Endorsingiode ] | @ EndorsingNode ) ( @ EndorsingNode | (@ EndorsingNode | | @ Orderinghiode | | @ OrderingNode | | m Orderinghode ) | @ Orderinghiode | |  OrderingNode | | m Orderingiode | | @ Endorsingiode
‘ o y o —— — =
[ channei2 La— _—
enk .

- precs FHALEES e = chaincode; " ertoriEs -

encdarey CSES__ gndorbey——— _ ~— endarses _

R e —\ﬁygzi‘/ oy~

T esdarE = - —
_,j‘_——_{;ﬁ( thaincodelnstance1 | [ chaincodelnstance2 | ( chaincodeinstances | ————

[ = cnaincodeinstance | | m chaincodeinstance | | m chaincodelnstance |

ogc )

p

® Organization

i

naded

((endorsingNode2 | (" endorsingNode1 | endorsingNodes )

- four| | = e » Node = Node
® EndorsingNode | | m EndorsingNade | | @ Endorsinghiade
— ——
endorsinghode3 \
/

» Node
- mdols\rg’\‘)ﬂy

» Node » Node = Node | ®» Node Node ®» Node = Node
® Endorsinghode | | ® Orderinghod ® OrderingNlode | | @ Orderingh rderinghod reeringh rderinghod
i 5 e ordenk guerprders” or
o ords
endorsingNoded

» Node

®» Endorsinghode
oded TSR chmnas

it
ce3 | (chain e1 ) [ chaincodelnstance2 )

k- Lha\ncudcl\‘slm(c) L_- Chaincode nslaﬂce) ® Chaincodelnstance | L- Chalncodel ns(anch

channel3

® Channel

en ~
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https://scroll-to-section/#2-complete-metamodel-without-derived-features

Partial Modeling with 4-valued Logic

( network w

® FabricNetwork
® KafkaFabricNetwork

* Represent all potential
extensions with uncertainty

organizations

host: ﬁasq hostsi hosts',"'
\\ 'l
A ,___t___. L channel
HA1

l Host ‘new ‘,

* Logic abstraction:

®TRUE | False |
DUnknown | ®Error

— 4-valued exists:
added or removed

® Host ‘ l Host |
~ 7

— Example 3

- 4-valued equals:
merging or splitting

e Refinement:
reduces uncertainty

endorses -~

- Concrete mOdE|S rChalncodelnstance new }A"'EiangedBy

I Refinery@MODELS24


https://scroll-to-section/#3-consistent-partial-model-fragment

Partial Modeling with 4-valued Logic

( network w

1 ® FabricNetwork
* Represent all potential L. Kafkapabmetworkj
extensions with uncertainty g/

* Logic abstraction: l-orgamzau?nl

®TRUE | False | ‘wv jx il

channels
DUnknown | ®Error oo | Le Eggdcomamej
_ _ ° . nodes:—, no\&o;( nodes:
4-valued exists: I Jz___%"” Iz&____v_ _______
added or removed {EndorsingNodeznew’, ~ {OrderingNodesnew)

- Example 4 TI TR Sy |

- 4-valued equals:
merging or splitting

endorses endorsedBy' Channel new !

* Refinement: .‘.“c;;‘n‘n'e'l“j
. N chal\n_c:)a;s} _____
reduces uncertainty R
' Chaincodelnstance:: HEV\;I
— concrete models e ——— |

____________________

I Refinery@MODELS24



https://scroll-to-section/#4-inconsistent-partial-model-fragment

Refinement: 4-valued Logic

* Model generation is executed with respect to model refinement

7N

o
c
()
€ | rarse rrue T
()
c \ /
.;
()
p S
+true
E.g.: person(_, ):unknown ——— person(_, ):true
+false
person(_, ):true —— person(_,_):error

I Refinery@MODELS24



Constraint specification

Using graph queries

Refinery@MODELS24




Graph Constraint Evaluation - Examples 5-7

error multipleTransitionFromEntry(Entry e, Transition t1, Transition t2) «—
outgoingTransition(e, t1),
outgoingTransition(e, t2),

tl =+ t2.
on

t1 outgoing outgoing
o o Transition 1 target target 3 Transition
- Transition ®Transition ®Transition
-DEnt ry
t2 outgoing
®Transition Transition
. 4
outgoing ®Transition ®Transition

Transition

Each match of the query is a certain

constraint violation (an error)

Refinery@MODELS24


https://scroll-to-section/#5-simple-constraint

Partial Graph Constraint Evaluation

error multipleTransitionFromEntry(Entry e, Transition t1, Transition t2) «— start
outgoingTransition(e, t1), . /—““‘\\ 2
outgoingTransition(e, t2), Vv Y

t1l = t2. 3
on off

t1 outgoing e ——— outgoing
T 61 Transition | 1 Ltarget target 3 Transition
ransition - o 4. = QLG
. ansitio F | DTransition ! ®Transition
®Entry start ml
t2 ®Entry D outgoing
®Transition 4 Transition
e - - - T T T-T-=== )
. >: 2 Lo~ 4
outgoing 1 DTransition ! target ®Transition
Transition @~ ~==—===-=-=-=-- 4

A may-match of a query is a potential error (which
may disappear)

Refinery@MODELS24



Predicates vs Constraints

— Example 8

pred entryInRegion(Region r, Entry e) «— error incomingToEntry(Transition t, Entry e) >
vertices(r, e). target(t, e).

Predicates Constraints (Error patterns)

e A graph query / predicate * Capture the violating cases of a

* Composable: Reusable in other domain constraint

predicates or constraints * Each match is an error
(inconsistency)

e Positive condition

v error multipleEntryInRegion(Region r) ¢«—  Constraints vs. Types
entryInRegion(r, el),
entryInRegion(r, e2),
el == e2.

* Negative condition

error noEntryInRegion(Region r) «—
lentryInRegion(r, _).

e 1-parameter constraint:
special node type

* 2-parameter constraint:
special edge type

I Refinery@MODELS24
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Capturing functional requirements as Partial Models

* Requirements = assertions about the architecture

-
“C must communicate with A and B, e Re—x—>
but A and B cannot communicate” oron " L&
N | R om0
* Encode families of requirements by orge | ® Organization
graph predicates (Ctrue = covoteanid
— Requirements that should hold everywhere ’ [ Orec J
« s . unknown ® Organization
(characteristics of the DLT platform): [ (we do not care) Smconabm&swlt ¢
error patterns [/
- Requirements for specific model elements perieepely [_ O;ﬁ;@g
(functional requirements raised by stakeholders): par{.c,patesm
logical assertions about predicates A

" Channel::new ‘I

I Refinery@MODELS24



— Example 9

Consistent Graph Generation

Architecture of a generator:

Models

* Input: Problem Specification Specification

Defines the structure of the models l M @

Defines the consistency constraints s ~N C

Defines an initial model fragment Model SAT M, %
* Input: Search Parameters Generator (

Configures the generation process \ ) M, QC]
* Output: Models W UNSAT C

Sequence of consistent models

Parameters

* Output: Inconsistency M, 1 X

Proving that there are no such consistent model

I Refinery@MODELS24



https://scroll-to-section/#9-partial-model-fragment-with-derived-features

Search Parameters for Model Generation

Start =

* Constraints are continuously reevaluated -
* Automatically searching for valid models by

applying refinements i

i i O O O O O O

e Search is parametrized
- Number of different solutions
— Difference between the solutions (non-isomorphic)
- Random seed

* Scope: “size of the models” — Example 10

scope node = 15..60, Node = 8..30, FabricNetwork = 1, Channel += 3..*.

s
2he

=
;i-;
=
=
i:.

Y

o —

22 I

Ay

[

i
EEEE

I Refinery@MODELS24
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Propagation rules

Refinery@MODELS24




Reasoning with partial models

Propagation rules Decision rules

* Deduce new facts from the * Branching points in the search
existing knowledge base for consistent refinements

* Preserves all possible consistent ¢ Reduces uncertainty by
refinements excluding some refinements

* Fired until fixed point * Single decision activation is fired

 Firing a single activation before executing propagation

disables it * Not always self-disabling

I Refinery@MODELS24



— Examples 11-13

propagation rule collaboratesWithSymmetric(Organization ol, Organization 02) ¢—
collaboratesWith(ol, 02)
— Whenever the precondition surely

collaboratesWith(o2, o01). holds in the partial model

Propagation rules

And the postcondition is not yet Add the postcondition to the
part of the partial model partial model

« Only valid if the precondition is logically implied by the
postcondition

- Add implications not automatically discovered by Refinery as
propagation rules to improve reasoning power

I Refinery@MODELS24



https://scroll-to-section/#11-simple-propagation-rule

Advanced propagation

— Examples 14-15

- Shadow predicates: lightweight graph patterns with
“forward-only” reasoning

shadow pred endorsesChaincode(EndorsingNode n, Channel c, ChaincodeInstance i) ¢—
chaincodes(c, i), endorses(n, 1i).

shadow pred endorsesMultipleChaincodes(EndorsingNode n, Channel c) ¢—
endorsesChaincode(n, c, il), endorsesChaincode(n, c, 1i2), 11 =% 1i2.

- Modal operators in preconditions and shadow predicates

propagation rule mustEndorse(EndorsingNode n, ChaincodeInstance 1) ¢«—
peer(n, c), 'endorsesMultipleChaincodes(n, c), chaincodes(c, i),
may endorses(n, i)

— Matches if endorses(n, 1i)is
endorses(n, i). either true or unknown

I Refinery@MODELS24



https://scroll-to-section/#14-complex-propagation-rule-auxiliary-predicates-and-modality

The Refinery framework

* Management: store/compare multiple versions of (abstract) models

invalidTime(pl,p2)<
target(p2,p1)Atarget(pl,tl1)
A created(p2,t2)A (t2<tl1)

I Refinery@MODELS24



Refinery elsewhere

Applications & appearances
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Graph analysis and synthesis

Recent Results

e Powerful mathematical
analysis techniques

for models
: /e =t * Research project
* Novel grap h-based |OgIC Tin | =5 ) g\ ERIFIABLE Al/ML TECHNIQUES
solver for the automated i e FOR PNT APPLICATIONS
synthesis of design e
alternatives

analysis ‘f synthesis

* Precision + Scalability A valdat
V] validation

* Goal: solve problems with § cost esa
complex structure 4 performance

% coverage

I Refinery@MODELS24



Verification/Testing of Al/ML Applications

* Al applications are
data-oriented systems

* Complex, dynamic
environment
* Novel generation +

Advanced simulators
— Diverse tests

e Systematic testing of
Al applications

left
D

10 /o _

o R —— s front I
0 & )~ \visible
20

ﬁ Recent Results

T

 R&D project
with Knorr-Bremse

Research project with

USA Navy
Office of Naval Research Global

I Refinery@MODELS24




Advancing DLT applications

e Koalicio

Hungarian Blockchain Coalition .O;. BLOCKCHAIN Recent results

— Prof. Pataricza — member of the board

Energy price support
— CBDC prototype: BIS
Supporting the EMAP project (PM/NAV) o= = e

- “Even-based Data-sharing Platform” pilot

- 1. Kocsis: Education WG lead, L. Gonczy: FinTech WG

- Employer data provisions: event-based, single-channel :
Fabric <> Ethereum

CBDC bridge in
CBDC research cooperation with MNB Hyperledger Cacti

- Blockchain-based implementation in preparation

- Mapping out: blockchain <> Central Bank Digital Currency

- Payment, car leasing, energy support, industrial cooperation
Smart gas meters and

readings —in
production

- Currently: “ecosystem” research

EDGE-Skills: data veracity in EU data spaces

- Blockchain-backed Verifiable Credentials

I Refinery@MODELS24
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* Friday 14:30 (FAME) —

e Sunday 16:00 (Super Mario Bros)
T9: Refinery: Logic-based partial modeling

 Wednesday 15:24 (HS7 — Applications 1)
Ulf Kargén, Daniel Varro. Towards Automated Test Scenario Generation for Assuring
COLREGs Compliance of Autonomous Surface Vehicles

— Find inconsistencies in maritime traffic rules with partial modeling

e Thursday 15:45 (HS1 — MDE&AI)
José Antonio Hernandez Lopez, Mate Foldiak, Daniel Varrd. Text2VQL: Teaching a
Model Query Language to Open-Source Language Models with ChatGPT

— Generate graph models to verify graph queries generated by Large Language Models

e Thursday 15:45 (HS7 — Applications 2)
Noor Al-Gburi, Andras Foldvari, Kristof Marussy, Oszkar Semerath, Imre Kocsis.
Requirement-Driven Generation of Distributed Ledger Architectures

— Generate architectures for consortial blockchain systems

I Refinery@MODELS24



Further Information

Specification language

e K. Marussy, O. Semerath, A. Babikian, D. Varrd: A Specification Language for Consistent Model Generation based on Partial Models.
J. Object Technol. 19(3): 3:1-22 (2020)

Consistent graph generation techniques

¢ 0. Semerath, A. Nagy, D. Varrd: A graph solver for the automated generation of consistent domain-specific models. ICSE 2018: 969-980

¢ K. Marussy, O. Semerath, D. Varrd: Automated Generation of Consistent Graph Models With Multiplicity Reasoning.
IEEE Trans. Software Eng. 48(5): 1610-1629 (2022)

e A.. Babikian, O. Semerath, A. Li, K. Marussy, D. Varrd: Automated generation of consistent models using qualitative abstractions and
exploration strategies. Softw. Syst. Model. 21(5): 1763-1787 (2022)

Diverse and realistic graph generation

¢ 0. Semerath, R. Farkas, G. Bergmann, D. Varrd: Diversity of graph models and graph generators in mutation testing.
Int. J. Softw. Tools Technol. Transf. 22(1): 57-78 (2020)

¢ 0. Semerath, A. Babikian, B. Chen, C. Li, K. Marussy, G. Szarnyas, D. Varré: Automated generation of consistent, diverse and structurally
realistic graph models. Softw. Syst. Model. 20(5): 1713-1734 (2021)

Correctness proofs

e D. Varrd, 0. Semerath, G. Szarnyas, A. Horvath: Towards the Automated Generation of Consistent, Diverse, Scalable and Realistic Graph
Models. Graph Transformation, Specifications, and Nets 2018: 285-312
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Summary

* Logic reasoning and model generation over graphs

- Web-based editor: @ o @
- Live editing and feedback ets i

« Support for partial models and graph constraints
- Containerized execution: @

« Continuously deployed at https://refinery.services
 Available as Docker image: https://refinery.tools/learn/docker/

- Open-source project: https://refinery.tools
MC Glll LINKOPING amazon

ﬂ;:'é T II. UNIVERSITY
ritical Systems
R

UNIVERSITY \/\//\8 - ‘ NTONOMGUR SisTems
eeeeee h Group AND SOFTWARE PROGRAM
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